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CHECKLIST
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1. THE IMPACT OF 10T

. 1.1 Identify & Describe The Possible Benefits That IoT Provides To A Business Or
Organization

. 1.2 Identify & Describe The Possible Challenges That IoT Presents To A Business Or
Organization

2. 10T ECOSYSTEMS

. 2.1 Identify Common loT Terminology

. 2.2 Understand The Functionality Of The Typical Physical & Edge/Fog Computing Elements
. 2.3 Understand The Functionality Of The Typical Elements Of loT Networks & Connectivity
. 2.4 Understand The Functionality Of The Typical Elements Of The Cloud & Cloud Platforms
. 2.5 Identify The Various loT Market Sectors & Descrlbe The Applications & Things Common

To That Sector
3. SECURITY, PRIVVACY, AND SAFETY

. 3.1 Understand Common IoT Security & Privacy Threats
. 3.2 Understand Common IoT Security & Privacy Countermeasures
. 3.3 Identify & Describe Common loT Safety Concerns

. 3.4 Explain Common Safety Risk Management Approaches

4. THE IOT SYSTEM DEVEI_ODMIENT LIFE CYCLE
. 4.1 Identify & Describe The Phases Of The loT SDLC
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1. THE IMPACT OF 10T

11 IDENTIFY & DESCRIBE THE POSSIBLE BENEFITS
THAT 10T PROVIDES TO A BUSINESS OR
ORGANIZATION

. Identify & Describe The Possible Benefits That oT Provides To A Business Or Organiation
. Increase Business Intelligence

[ Enhance Existing Revenue Streams
. Create New Revenue Streams

. Enter & Create New Markets

. Reduce Costs

. Increase Productivity & Agility

. Increase Operational Efficiency

. Decrease Time To Market

. Reduce Natural Resources Usage
. Increase Opportunities For Innovation
. Improve Customer Eperience

. Increase Safety
. Improve Competitive Position
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1. THE IMPACT OF 10T

1.2 DENTIFY & DESCRIBE THE POSSIBLE
CHALLENGES THAT I0T PRESENTS TO A
BUSINESS OR ORGANIZATION

. Applicability Of Automation throughout The Organization
. Scalability Of Legacy Solutions To Modern Solutions
. Connectivity & Coverage Concerns
. Transformation From A Product-Oriented Business To An Everything-As-A-Service Business
. Cultural Transformation & Adoption Both In Business & Technology
. Innovation
. HR Practices & Processes (Hiring, Training, Advancement)
. Skill Adjacencies
. Management Commitment
. Security, Privacy, & Safety Concerns
. Cost Of Transition
. Digital Disruption
. Immaturity Of Standards, Regulations, & Oversight
. Retrofitting Modern Design Into An Eisting Infrastructure
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2. 10T ECOSYSTEMS
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2. 10T ECOSYSTEMS

2.5 IDENTIFY

THE VARIOUS I0T MARKET SECTORS

& DESCRIBE THE APPLICATIONS & THINGS
COMMON TO THAT SECTOR

. Agriculture
. Applications

. Examples Of Things (Security/Public Safety)

. Cameras

. Fuel Management . Traffic Sensors

. Fleet Management . Drones

. Crop Management . Detectors (Smoke/Carbon Monoxide/Radon)
. Livestock Management . Radio/Communication Systems

. Weather Forecasting . Body Cameras

I <oil optimization Bl vehicles
.Water Management . Retail
. Examples Of Things . Applications

. Access Control

. Security

. Inventory Management

. Drones . Vending & Payment
. Irrigation Systems . Proximity-Based/Laocation-Based Monitoring
. Livestock Monitor . Advertising
. Security/Public Safety . Directions
. Applications . Crowd Control

.Traffic Management/Control . Distribution Systems
. Public Safety Monitoring/Control . Warehouse

. Environmental Monitoring . Transportation
[ Emergency Services B Logistics
(Police/Fire/EMS/HAZMAT) . Customer Analytics

. Real-Time Pricing

. Energy Management
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3. SECURITY, PRIVVACY,
& SHFETY

31 UNDERSTAND COMMON 10T SECURITY & PRIVACY
THREATS

. WENE]S: || . Sacial Engineering
. Trojan Horse . Phishing

. Backdoor . Spear Phishing

. Keylogger : . Shoulder Surfing/Dumpster Diving
. Ransomware . Impersonation
. Spyware . Elevation Of Privilege

. Worms . Fuzzing

. Viruses . Cross-Site Scripting
i Network Attacks B code injection

. D0S/DDoS . Buffer Overflow

. Password Attacks
. Password Cracking
. Password Sniffing |
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3. SECURITY, PRIVACY,
& SAFETY

3.2 UNDERSTAND COMMON IOT = 3.3 IDENTIFY & DESCRIBE

SECURITY & PRIVACY
COUNTERMERSURES

B o riad

. Confidentiality
. Data Encryption
. Integrity
. Blockchain

. Nonrepudiation

. Availability

. DoS/DDoS Defence
. High Availability
I AAA
. Firmware/Software
. Secure Firmware Updates

. 0S Hardening

. Secure Coding

. Code Review/Scanning
. Application Security

. Physical Security
. Vulnerability Assessment

. Penetration Testing
. Data Anonymization

COMMON 10T SAFETY
CONCERNS

|| . Physical/Loss Of Life Accidents

. Autonomous Vehicle Accidents
. Aircraft Accidents
. Transportation Accidents
. Workplace Accidents
. Industrial Disasters
. Infrastructure Outages

[ VVass Power Outages
. Mass Internet Outages
I Biological/Medical
. Water Supply Contamination

. Failure/Hacking Of
Diagnostic/Treatment Devices

. Supply Chain Disruption
. Contamination Of Food Supply

. Slipping In Counterfeit Or
Substandard Parts Into The Supply
Chain

. Interruption Of Logistics
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3. SECURITY, PRIVVACY,
& SAHFETY

3.4 EXPLAIN COMMON SAFETY RISK MANAGEMENT
APPROACHES

. Hazard Classification & Analysis
. Root Cause Analysis

. Quality Management Systems

)

. Safety Certification

4. THE 10T SYSTEM
DEVELOPMENT LIFE CYCLE

41 IDENTIFY & QESCRIBE THE I#Hl:l BHS O% THE 10T SDLC

B nnitiation

. System Concept Development

. Planning

. Requirements Analysis

. Design
. Development

. Integration & Testing

. Implementation
. Operations & Maintenance

. Disposition

: |
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